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« lISEBREAHTTPS
+  WS-Man IREERBA HTTPS
o A9 WS-Man RS EEEIEHHT PowerShell 4.0

tEeERIES

@ | iF: MREFE—NMAKZRIEE, WEASE, & UEM Set-WSManQuickConfig -UseSSL. UEBERSHER, REE
PowerShell FiZ{TIA T 44 :

$Cert = New-SelfSignedCertificate -CertstorelLocation Cert:\LocalMachine\My -DnsName "myHost"
WIRFE -DnsName S#HMNCERITEEIRAIRS NS IR. WIRIRSSEFE ONS BIR , MERTLREHS (FQDN),
E: $Cert TRIFHEE, ANEHFMEEMIERMNGSER.

FEEHF Y% L83 PowerShell IZf24bIE

SR PSRemoting fp S BREAN WS-Man {iilfras , BIXRT HTTP,

Enable-PSRemoting -SkipNetworkProfileCheck -Force

1 REARBHIAER HTTP EERIRSES | WA LUETLA T anSMkR HTTP {Rifyss :

Get-ChildItem WSMan:\Localhost\listener | Where -Property Keys -eq "Transport=HTTP" | Remove-
Item -Recurse

2 MBRATERT WS-Man {28 LATRINETRY HTTPS {ilfres :
Remove-Item -Path WSMan:\Localhost\listener\listener* -Recurse
3 0 WS-Man HTTPS {28 :

New-Item —-Path WSMan:\LocalHost\Listener -Transport HTTPS -Address * -CertificateThumbPrint
S$Cert.Thumbprint —Force

@ | 5%: EAZATE XA $Cert WEIFAVEL . R A IFFTE cmdlet ZRITHEAEHAES .
4 FRINBKEEIN :

New-NetFirewallRule -DisplayName "Windows Remote Management (HTTPS-In)" -Name "Windows
Remote Management (HTTPS-In)" -Profile Any -LocalPort 5986 -Protocol TCP
5 BEHETUTHSWIESE :
C:\Windows\system32>winrm g winrm/config
Config
MaxEnvelopeSizekb = 500
MaxTimeoutms = 60000
MaxBatchItems = 32000
MaxProviderRequests = 4294967295
Client
NetworkDelayms = 5000
URLPrefix = wsman
AllowUnencrypted = false

Auth
Basic = true
Digest = true
Kerberos = true
Negotiate = true
Certificate = true
CredSSP = false

DefaultPorts

HTTP = 5985
HTTPS = 5986
TrustedHosts
Service
RootSDDL = O:NSG:BAD:P (A;;GA;;;BA) (A;;GR;;;IU) S: P (AU;FA;GA;;;WD) (AU;SA;GXGW;;;WD)
MaxConcurrentOperations = 4294967295



MaxConcurrentOperationsPerUser = 1500
EnumerationTimeoutms = 240000
MaxConnections = 300
MaxPacketRetrievalTimeSeconds = 120
AllowUnencrypted = false
Auth

Basic = true

Kerberos = true

Negotiate = true

Certificate = false

CredSSP = false

CbtHardeningLevel = Relaxed
DefaultPorts

HTTP = 5985

HTTPS = 5986
IPv4Filter = *
IPv6Filter = *
EnableCompatibilityHttpListener = false
EnableCompatibilityHttpsListener = true
CertificateThumbprint = 02554D694FD06BB3C765E5868EFB59R7D786ED67
AllowRemoteAccess = true

Winrs

AllowRemoteShellAccess = true
IdleTimeout = 7200000
MaxConcurrentUsers = 2147483647
MaxShellRunTime = 2147483647
MaxProcessesPerShell = 2147483647
MaxMemoryPerShellMB = 2147483647
MaxShellsPerUser = 2147483647
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3F: 4R service-basic-authentication {EA false, iHEEITLT®4:

winrm set winrm/config/service/auth @{Basic="true"}

7 £ WinRM B2 B, E{TITHSLUSHA HTTPS:
winrm set winrm/config/service @{EnableCompatibilityHttpsListener="true"}
B IS {£ 443 LXF HTTPS-ZERAE Hyper-V IRSZER LIETLAT S | IBRIRET(FIES -

winrm e wmi/root/virtualization/v2/Msvm SummaryInformation -r:https://<hyper-v server ip>:
443 /wsman -u:UserName -p:password —-skipCNcheck -skipCAcheck -skipRevocationcheck -a:Basic
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